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Abstract: The review article discusses aboutapplication sk management principles and tools labeledin
Good Automated Manufacturing Practices (GAMP 5g&.,Development of Computer Systems in GxP
Environment. This article helps to understand ingdiccomputerized systems on safety of the patigum)ity

of the product and integrity of the data. GAMP &te$ how understanding of Critical Quality Attriesit{CQA)
and Critical Control Parameters (CCP) can be appgbecomputerized systems in the pharmaceuticalsing
with the intent of using them to the improvement ayproaches for validation and verification.Risk
management principles applied in various stageswiputer system life cycle, i.e., Concept, Proj€gteration
and Retirement.Based on the risk assessment, aegessification and validation needs to be recomadasl

for each stage under various category of computstems (operatingsystem, Standard software package,
configurable software packages, and customs sawalFive step approach is used for the risk mamege

of computerized systems.

Key Words:Good Automated Manufacturing Practices, Computate3ys, Critical Quality Attributes, Critical
Control Parameters.

Introduction

Over the last three decades, the manufacturingstndbhas been increasingly using computer systems
to control manufacturing processes for improvedgoerance and product quality. Computer systems evew
by the nature of their complexity are susceptildedevelopment and operational deficiencies which ca
adversely affect their controllability and effeecbduct safety, quality and efficacy. Common exammésuch
deficiencies include poor specification capturesigie errors, poor testing and poor maintenancetipedt

In today’s competitive and highly regulated envirant in the life sciences industry, companies need
to focus skilled resources where the risks are dsghthus minimizing risk to patients while maximg
resource utilizations and efficiencies. To achiéws result, it is very essential to appreciate ynantical
issues. Companies must have a thorough understpoditheir business processes and the criticalitgual
attributes of those processes along with appraprisk management todfs.

Risk management techniques have been in use fdy thears. A considerablechange came into
existence in 2003 with the prominence given to #doeeptability of risk based approach to quality and
compliance. The aim was to improve the effectiveresd efficiency of activities by ensuring that tcols
were commensurate with the risk posed to patidntsas also hoped that this new emphasis would ptem
early promotion early adoption of new technolog@dVances. Early examples of specific regulatoigance
mentioning risk management for computer systenisidgiec
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 FDA final Guidance on Scope and application for QER part 11 Electronic Records; Electronic
Signature’d

« PIC/S Good practices for computerized systems guR#ed GxP Environments.

Early attempts at risk management were not padibyusophisticated. Risks were often oversimplified
and their management was based on opinion ratlaer sbientific knowledge. Perhaps most cruciallgk ri
management did not typically take into consideratioe ultimate impact risks posed to patients. iéed for
further regulatory guidance was clear. In respoims2005 the ICH published the consensus expeogafimm
U.S. FDA, European EMEA, and Japanese regulatotiyosaities for quality risk management. The general
principles and process presented were consistetht medical device practices and directly applicatloe
computer systems. Q9 was incorporated to into ES,,and Japanese GMPs in 2006.

The impact of taking a risk-Based approach to itéedl, equipment, and systems was subsequently
explored by American Society for Testing and Matisr{ASTM) and resulted in the publication of highel
guidance in 2007. ASTM promoted the model that easpted risk management as occurring throughout the
life cycle and not just as a discrete actiVity.

GAMP 4 provided only some basic guidance on riskhagaement for computer systems. The detailed
practical guidance becameavailable when GAMP 5intasduced. The new GAMP-5 guidelines were released
February 2008 at the ISPE Manufacturing ExcelleBoaference in Tampa, Florida. These guidelinegtae
latest, up-to-date thinking in the approach todatlion of GxP computerized systems. The purposthef
guidelines is to “provide a cost effective framekvof good practice to ensure that computerizedesystare fit
for use and compliant with regulation.”

GAMPS5 guidance aims to achieve computerized systhatsare fit for intended use and meet current
regulatory requirements, by building up on existimgustry good practice in an efficient and effeetmanner.
It provides guidance in the application of risk ragement principles to the development of computstesns
in GxP environments. It is possible to identifytgudial areas that may fail, and to identify areath
acceptable risk or low risk that can be allottédveer priority or effort for mitigatiort”

GAMP 5 categorization enable a high level of eviatumof risk based on the complications associated
with software or hardware in combination with commioends of dependability based on ubiquity.Various
categories of computer systems as defined by GANMRy&en in table 1.

Table 1: Shows different categories of computer siems defined in GAMP 5"

Category System (as defined by GAMP 5)
1. Infrastructure software (OS, Middleware, DB managers)
2 No Longer used Firmware is no longer functionally distinguishabl
3. Non configured software includes default configurable software
4. Configured software- configured to satisfy business process
5 Custom software

Life Cycle Approach within Quality management Systen

The complete life cycle of a computer system franaeption to system retirement should be subject
to management and control. It is well known thaicedures must be established to ensure that astemtsi
approach is taken. A separate QMS should existdorputerized systems, rather a single QMS, whicterso
all activities of an organization including devetognt and use of computer systems.

A life cycle approach entails defining and perfargiactivities in a systematic way from conception,
understanding the requirements, through developmeletase and operational use to system retirerkénire
1 shows a general specification, design and vatifia process described in GAMP guide.
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R4 Risk-based decisions during test planning
Figure 1.A general specification, design and veriation process described in GAMP guide

Quiality risk management process

The ICH Q9 describes a systematic approach to tguak management intended for general
application within the pharmaceutical industrydéfines the following two primary principles to djgarisk
management.

* The evaluation of the risk to quality should bedshsn scientific knowledge and ultimately link tet
protection of the patient.

* The level of effort, formality, and documentatiohtbe quality risk management process should be
commensurate with the level of riSK.

In the context of computerized systems, scienkifiowledge is based upon the system specifications
and the business process being supported.

GAMP 5 applies the general principles of ICH Q@léscribe a five step process, shown in the figure
for risk management as an integral part of achgeeimd maintaining system compliance.

+ Perform Initial Risk Assessment and Determine System Impact

.

Identify Functions with Impact on Patient Safety, Product Quality, and Data
integrity

Perform Functional Risk Assessments and Identify Controls

* Implement and verify appropriate testing and controls

+ Review risks and monitor controls

CRECE

Figure 2: It shows a 5 step process for risk manageent as given by GAMP £

This process is focused on managing risks duriegptioject phase. Risk management also should be
used appropriately both within specific activitasd during the operation phase.
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Step 1 Initial Assessment

Initial assessment should be done based on anstadding business practices. The understanding can
be derived from user requirements, design spetiitcs, operating procedures, regulatory requiremaimid
known functional areas. The assessment shouldf sewtiether the system needs to be GxP compliadt an
include an overall assessment of the system effesther it should include an evaluation of thegass for
impact to patient health, as many of the laterssteghis process are reliant on this for the psepof defining
the scale of effort.

Since this step is geared toward understandingbtistness processes, it is critical to ensure user
participation in the assessment and their acceptahthe result.

Step 2 Identify functions with Impact on Patient S&ety, Product Quality, and Data integrity

Specific functions that pose risk on safety of pagent, quality of the product and integrity oé thata
are identified and addressed based on the infoomgit in first step. It must be kept in mind thatfunction
can be evaluated as having greater risk than tbeeps itself. In order, to be able to use the pbthi
information in third step, functions are enumeratethbular form. Understanding the system fundiaifect
on business practices (and finally on patientehisured with the user participation.

Step 3 — Perform Functional Risk Assessments andddtify Controls

The functions identified in the step 2 can now kangined by considering likely hazards and what
controls may be needed to reduce potential harm.rifor of the risk analysis can be just adjustaseld on the
impact of the function as determined in step 2. IBav impact systems, no further assessment of réailu
scenario is necessary. Generic hazards are reeogarmd evaluated in medium impact systems, for plam
generic situation for power loss may be assesses data acquisition system.

Specific hazards are analyzed in high impact systeng., electricityproblems that may include senpl
power failure, power failure with voltage spike, awoltage drop. For high impact functions, it eddful to
establish a strong link between the ultimate used #he computer system vendor, whose thorough
understanding of the system itself can make supgoper functional risk assessment and right castrol
identification.

Step 4: Implement and verify appropriate testing an controls:

The appropriate level of challenge testing can ddecsed, once the severity and risk are thoroughly
understood. In general, functions with low riskdl wieed little or no functional testing to meet quiance
needs; testing of such functions to meet regulamiess expectation as defined in the developmectpure is
ample, for medium impact functions, it is suitalbeconsider generic failure modes, i.e., conseeeemut
system failure. In the instance mentioned abovs,rtight entail single test case for power losse Phrtinent
specific risk scenarios should be tested for higpact systems.

Based in part on the result of testing, controls loa applied. If testing has revealed that theesyss
good enough, controls may not be necessary or masilly be emplaced to establish dismissal for higk
functions.

If testing shows some gaps that require remediati@nchosen controls should be appropriate with th
evaluated risk. Typically, low risk elements wiked only “Good IT practices” this requires the gsses and
practices that would generally be applied to a wefitrolled IT operation for any industry. Mediumpact
elements will necessitate somewhat more stringentrals, and high impact elements will need evettebe
controls. Controls should be traceable to the meizegl risks and want to be verified that they dfecéive in
producing the intended risk lessening. An evaluatid residual should be done for functions prinyaril
determined to be high risk.

Step 5: Review risks and monitor controls

Once the controls are implemented and they nebd teviewed. The employment of the controls may
decrease the level of effort for several currertviies, such as inspections, assessments, dodatieemn
analysis, and even the degree of quality unit wmawient.
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After the controls are selected, the remaining niskds to be assessed to ascertain if the comatm®ls
adequate and if the level of risk is acceptabléhdfcontrols are too rigid, a more capablemethag pmobably
be recommended.

Periodic evaluation after the system is operatiavitillead to improvement of the practices, cordrol
and whole risk based approach. The review should

» Consider if previously unrecognized risks are pnese

* Determine whetherpreviouslyrecognized hazardstdrpresent .

» Determine if the estimated risk associated witlazahnd is no longer acceptable.
» Evaluate if all current controls are still necegsar

The level of risk will determine the frequency @view and when the life cycle the review should
occur although review should always be part ofcifienge control practic®!

Conclusion

By applying quality risk management principles sigian be minimized or eliminated in computerized
systems used in various functions of pharmaceutizhistry. The GAMP 5 QRM strategy offers a readist
approach to computerized system compliance. It @gp® be a basis that is adaptable or adjustaide a
ascendable and assists with the identificationagpdication of controls where they are needed.
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